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1. On-Demand Self-Service
2. Broad Network Access
3. Resource Pooling

4. Multi-Tenant
5. Rapid Elasticity
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6. Measured Service

7. fine-grained

. Multi-tenancy

9. Device independence
10. Software as a Service-SaaS
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1. Infrastructure as a Service-IaaS

2. Hardware as a Service-HaaS

3. Platform as a Service- PaaS

4. International Telecommunication Union-ITU

2l gilwesly s Juw (O
=S Az (5 =l Bleas camoasl)l a sl el
bl s 3lmonly ol Jos gz il
5 Jome SOl (o ylojlw S o ls 595 (6,
Slsas g Loadaliy o calizs gloa Jow 5l oS 5
ou—idll Jow Lgz 0,0 Sa 04 5 oS

5l oSl Le



S —ogar il )0 eabo, >3 slsosls w b
Lol JUs o asbiyy S gy 45 5 3l pul]
g o0 (5 Cmd (ooges Iy

&3 moly Jshicie sla Joe oy gldlio (V) S
Lv] A oo ol |

Slypsl e Spuve bla gl el o
(Bl=dail ol la>de o Lib‘r&.a.‘a.‘;
oibly s lw 5l S 54 S Sl (o

Infrastructure Infrastructure Infrastructure Accessible &
Managed By' Owned By? Located? consumed by*
public Third Party Provider ‘Third Party Provider Off- Premise Untrusted
Organization —p Organization === On- Premise
Private/ ganizatl g ‘ oty Trusted
Community ‘/. ruste
Third Party Provider Third Party Provider A Off- Premise
y Both Organization & Both Organization & Both On- Premise & Trusted &
Hybrid Third Party Provider Third Party Provider Off- Premise Untrusted

2l 6ilwedly Jolaso s Jow o (glam lin :Y JSCo

4z 090 Sl 7 L g0 (el o Al sl
oS

l_‘: Ja_a..’).o QLC}»&F Ao os)j Q_)‘ Lbk_w‘j Y
Pl 5 6 5 (i pe (mgitel p slalauls
J.n‘_..u ‘) )_u‘ J)_...55 oola__ul 6‘)—' S )‘)_‘>|
oj_w‘sA

5 el (( Sloyxe 5l bl ool c il Y
6l_®r‘>}:.;lin )| oola—wl Lo ools 6)""\'\)“)"—“")
S ol jetaieds ools  SSg38l ol (5,855,
aly slwosls L alS gyl (gloal g ools oloc s
RS SUEIW- 05)_? U_" ) C)—Ia“’ le_coc\.cA.c.b 9—
il o it S S igilwgjlxe ¥

oals e L» Hypervisor (s pnd I silomn

Gilbzme il poad 00l (g3lzme Cl g )|
A ates 3l oS> g bl )3 eu ST
633 adezjl Lol Sl Jodos 5 (sslmecitle
A>530,500 (5ilawgle il v ol a S e

S S

9 s— by ozt Lol ¢

O.)—u&&‘)‘ ‘Su)&bb

1y el o 5l gl il sl il g Laadads
) 09yS She )0 lySiee (S (uaws S o

[A] s 8 osails
5 oS Lo e Bl et sl )
Gl bl el s L e g aSed wlLbLS)
sloas,loxe 4_§lqdij| DS o0 4B o, S il o

e g ol el SISl wades

Jlm 50 losls foiol s cow (53lome slacpislo
p il 5l oslawl &g ,0 10 gt oo il yo Jloa]
Jlisl el 4 4 >g5 g Laools e bla> ol VPN
S0 Glos g Cion

ol el ool jisTolgns i
9 9—=S oo Bdm g 5 o9y Sl =l o
Lol o Sy yilid 5lome sl il S8 s
29— 50 DOS &Mz 5l (6 )T gl o
Lonsy5bd 5 bapinns da JS5g  couwlio (g0 Sy

G
S
%
<
&
=
\‘(/
£
i

TP - o L - FE (- 970 (L

v 7o C6RT e oo rmer|(e 6 g




CoeS g 0 lailinl Sy e (g - ele Aol fad
VAT Ll - VY Gl - ¥ ol —p ez Jlo

4
3
,;\
'73\
9
=)
3
=
D)

)_».i 6)_'| w.._alal) ‘b_ms.' o.\_m\)bul ucl_> ULC}»&S.A
el oje ol Loty 55>
ol |y 598 Glegoge an lel> )l slass oy JSi

.J._AO‘SA

Lass alservioe
T Firewslling Adminlserative

2% interfnce

APL iy
Secarity confguration., | | A% o7 Deeposl
i -ll- | _."'I /// .a""‘usw e

o __.-—" ~interface
e

__Radundancy
e T

Legislation
10% '_;Aummlimliml
! 3%

Service conformity
L)
Dhata conenod T l"-__ = .
[ - Hypmmrm bilities
a"f Fy
Esolatics >~
Ty
M, Aandit
\‘5“ Provider
o privilege Transfis sevusiny
%
—

2l by Sl sl 4 Sleler )l ol oY S

..“.. . ww"&)s) (v

JW slagloslaw asle (o) 2 5l oy Gdions (2] 50
L Olegdge s, il g3lws Jaibinl oje—> o
sloacoglyl Hlsea laploslow ol 4o )1, S o o
S Slegdge 5 g3l lulivl cgz 5L 90 YL

Aol 518 sa slacadsl o i )1, ST
Lrb ‘05_:)‘5& 09— U—’| 9 u,u_:‘.) @‘a_..a k)«a—")ﬁ‘
g 039 alogaal 393 by, 4S5 0,5 4y aly
s Jalge ali et (Lol S jLisjse
oS> g bl Glejlw LSl A Lo
)_’| Lg)'L_wobL;% Jd._n ‘)Lfﬁ%‘—“‘s M—@L@ ‘uLo)l_m
s DSt I 5 s Joe sl
G pladigd (el glagaiojls «g pml el

ol 6l K3k il g9 by

S e b 5L s e Olegbge iSO
=8 Jobts 6l laome 9 SLdbl (59, J 05
od—wodil )| s Sl pae g il a8 osls
ol eSS gloacads A s> 0 g
odlocws 5l e 4y (gl laxe a s ooly izl
5 Silmo S oo wosls sloa SS9l (59, J =S
Jloesl g o pai (o izmen 9 bl slagon Sy
S o (Kly Gizmen Sl (A5 slop sl
slaolaibvl o4 >g pae JJoay ol goanodl)|
S oezge (ool sloanp 5 Lo JSSgp) cnlie
&=l Gl lame anools JLaml jo (el S

D9 s
Skl g g SNy s Sl Ll #
Oyl g e gl asb3lg5 Joli (6 5ree
by e 33 g lihail g (See g
b 30 g (oxbd a)ls 05 Senl (6
am G lide glaa¥ (Sly Jdsa s =l b,
St Sl )10 )95 p losmg Cenl 5l SGuSG
plosl cpblb a s u il lassSa aal -l b,

b Loz L sawoddl | (g it Lo wigi (6o
Blodail DL 31 Il I8 oo sl abls 04 =g
— L_3 9 Lg).a._muo Ja_wy Oa_wgcu).!) uL_A‘).” L_:
o sl il a0 o 1) 500 (gali3élss
S ygmoty a0l (55lwes sl oy 5 (ol o

Doy Gl Bl s
sle oo adas 3l iilsd o lad Ll o ol 2ol
R 059 dﬁ—b S pdo g @lfw G)L_.wayo
o o Lol cwl (S (5 —l (il 5o
o yuiled gl =l o Laiedy (ool (g5lwo pd
Oyl Sledbl slcdl v 30 0 )b e
(E-discovery) cwl o,lg o oyl ;o dS0éd s Sgo
oa—madsl)l Jeial all Il > slacled o vixen

5 peolio Ol )y e g o led a0y izren 5



oo sl s y20 (1-1—A
oS (it (Lol ()58 S e (B aieS
L 45 el TEC TS0 glalo}ls iy 5 it
Syl oje= oo il il (gilwaz LS, Sun
Ly aiaS ol s LSis VAAY Jw o LSl
059 S5 09,5 Cip g Jlsb o8 At Y Sl iy
=l 05T g 09— (8 sLadineS (Sl

il 00, 5 Sl ie,4 Lo e o)l YYYAQ
161l L) A 50 plojlw dlad (Y-1-A
Sl 53 ST oMbl (g,5ld b 4z
S e 5 e =l by o o
Gadz o ;0 d S 00, S eSS g ags |y, 50 o lastil
oA ob)ji (V) Jgo= ;0 g 005 Lael o, a5 ga sl
Dyedg Inhy] el

Gy b—wo yluiliwl 0jg—2> 4 Jl=é ‘_glibdl.o)'Lw (A
= =l

Sl 9 SO)—> Ldj_sl u...._>l.s‘) ‘_g)wa)‘\.\JL..m‘
NGV RN VN L Y QT A o)l oSS By 4 S
e 6t foilid sl gitajls el o3 i
0 0je> ol o Jlsd slaleslw a S5, 5 bloa ul
‘..\_gl d_M U_'l ) ooljz.‘;_wb)y Lf“"L"“"U‘“Jﬁ) wl_w‘).s
6 b, s il 055> o b (slapslajls
(5_.4.:))30)94’ L.buT LE)L{ 6‘._24.9[.)).: 9 oA_mchLwLm
Sl 515

ISO/MEC) el (g 53l oS yimino omid dinoS (1-A
JTcC1

ISO/IEC 27018:Code of practice for protection of personally identifiable information (PII) in
public clouds acting as PII processors

ISO/IEC 17826:Cloud Data Management Interface (CDMI)

ISO/IEC CD 27017:Code of practice for information security controls for cloud computing
services based on ISO/IEC 27002

ISO/IEC WD 27036-4:Information security for supplier relationships -- Part 4: Guidelines for
security of Cloud services

ISO/IEC PRF 17788:Cloud computing - Overview and vocabulary

ISO/IEC DIS 17789:Cloud computing - Reference architecture

ISO/IEC NP 19086:Distributed application platforms and services -- Cloud computing -- Ser-
vice level agreement (SLA) framework and terminology

ISO/IEC DTR 20000-9:Service management -- Part 9: Guidance on the application of ISO/IEC
20000-1 to cloud services

ISO/IEC DIS 19831:Cloud Infrastructure Management Interface (CIMI) Model and REST full
HTTP-based Protocol -- An Interface for Managing Cloud Infrastructure

62! swilly o392 ;0 JTClobew! ) Jgue

Slbls )l g aSi slaJSSgp o kil angs o
Slopirs G 3, Slee (L)l e latets (]
Lo ysld Dlidod goje> )0 g Sl ol 5o e
s ol claiglors dabauls clas laibiwl «c,
ol ol Jls e S e e b S, ol

iy sl bl (g4 ta) ;o DMTF Ly oz

\ ..Tgs" o ]Ltﬁ JJ.. . Q) & 6)-—J|
160l Wby e 5o Glojlw cadled (Y-Y-A

bl sese o 1y )y Sl 5SE st (]
RS IPR AR P A}  IRCOSW PSSR S SO

1. Global Inter-Cloud Technology Forum- GICTF
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Use Cases and Functional Requirements for Inter-Cloud
Computing,v1

vl Specification for inter cloud computing

- Inter cloud Interface Specification Draft (Cloud Resource Data
Model)

3- Inter cloud Interface Specification Draft (Inter cloud Protocol)

Technical Requirements for Supporting the Inter cloud Networking

Introduction to Global Inter-Cloud Technology Forum (GICTF)
and its Roadmaps
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ITL Forensic Science Program

Analysis of Protection Options for Virtualized Infrastructures in Infrastructure as a Service Cloud

Cryptographic Key Management Issues & Challenges in Cloud Services

A Vision of Cyber-Physical Cloud Computing for Smart Networked Systems
NIST Cloud Computing Standards Roadmap

Practical Challenges When Implementing a Distributed Population of Cloud-Computing Simulators Controlled by a Genetic Algo-
rithm

Perron-Frobenius Measure of Systemic Risk of Cascading Overload in Complex Clouds: Work in Progress
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Challenging Security Requirements for US Government Cloud Computing Adoption

Security Control Variations Between In-House and Cloud-Based Virtualized Infrastructures
What’s Special About Cloud Security?

Cloud Computing Synopsis and Recommendations6

Guidelines on Security and Privacy in Public Cloud Computing

US Government Cloud Computing Technology Roadmap Volume I Release 1.0 (Draft) High - Priority Requirements to Further
USG Agency Cloud Computing Adoption

The NIST Definition of Cloud Computing
NIST Cloud Computing Reference Architecture

NIST Cloud Computing Program Supporting the U.S. Cloud Computing Strategy

NIST The document on cloud computing describes the U.S. Government’s proposed Assessment and Authorization (A&A) for U.S.
Government Cloud Computing.

NIST Cloud Computing Standards Roadmap
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1. National Institute of Standards and Technology- NIST
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Incident Reporting for Cloud Computing

Good Practice Guide for securely deploying Governmental Clouds

Critical Cloud Computing-A CIIP perspective on cloud computing services

Procure Secure: A guide to monitoring of security service levels in cloud contracts

Survey and analysis of security parameters in cloud SLAs across the European public sector

Security and Resilience in Governmental Clouds

Priorities for Research on Current and Emerging Network Trends

Cloud Computing Information Assurance Framework
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Cloud Computing - SME Survey

Cloud Computing Risk Assessment

Cloud computing: benefits, risks and recommendations for information technology

Security and Resilience in Governmental Clouds
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1. European Network and Information Security Agency- ENISA
2. The European Telecommunications Standards Institute-ETSI
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CLOUD; Test Descriptions for Cloud Interoperability

CLOUD; Cloud private-sector user recommendations

CLOUD; SLAs for Cloud services

CLOUD; Initial analysis of standardization requirements for Cloud services

Use Cases for Cloud Service Scenarios
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1. Cloud Security Alliance- CSA
2. Cloud control matrix
3. Distributed Management Task Force- DMTF
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Interoperable Clouds

Architecture for Managing Clouds

Use Cases and Interactions for Managing Clouds

Open Virtualization Format Specification

Cloud Auditing Data Federation (CADF) - Data Format and Interface Definitions Specification

Cloud Audit Data Federation (CADF) - Data Format and Interface Definitions Specification

Cloud Auditing Data Federation (CADF) - Data Format and Interface Definitions Specification

Cloud Audit Data Federation (CADF) - Data Format and Interface Definitions Specification

Cloud Infrastructure Management Interface (CIMI) Model and REST Interface over HTTP

Cloud Infrastructure Management Interface (CIMI) Model and REST Interface over HTTP Specification

Cloud Infrastructure Management Interface (CIMI) Model and RESTful HTTP-based Protocol

CIMI-CIM Specification

Cloud Infrastructure Management Interface (CIMI) Primer

CIMI XML Schema

OVF Envelope XSD

OVF Envelope

Network Port Profile XML Schema
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Open Cloud Computing Interface — REST full HTTP Rendering

Open Cloud Computing Interface - Infrastructure

Open Cloud Computing Interface - Core

Open Cloud Computing Interface - Use cases and requirements for a Cloud API
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1. Open Grid Forum- OGF
2. Storage Networking Industry Association- SNIA
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Cloud data management interface (CDMI) Standard v1.

Storage Management Technical Specification, Standard V.1.5

Cloud Storage for Cloud Computing White paper V 1.0

Managing Data Storage in the Public Cloud White paper V 1.0

Building Return on Investment from Cloud Computing White paper V1.0 (by open group)

Cloud Computing Business Scenario Workshop report V1.0 (by open group)
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.Business Process Framework (€TOM) is the industry’s common process architecture for both business and functional processes

Information Framework (SID) provides a common reference model for Enterprise information that service providers, software providers,
and integrators use to describe management information

Application Framework (TAM) provides a common language between service providers and their suppliers to describe systems and their
functions, as well as a common way of grouping them

Integration Framework provides a service oriented integration approach with standardized interfaces and support tools

Managing Cloud Services SLA v1

Single Sign-On Business Agreement V0.10
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1. International Telecommunication Union-ITU
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Information technology - Security techniques - Code of practice for information security controls for cloud computing services based on
ISO/IEC 27002

Guidelines of operational security for cloud computing

Security requirements for Software as a Service (SaaS) application environments

Security framework for cloud computing

Information technology — Cloud computing — Overview and vocabulary

Cloud computing framework and high-level requirements

Cloud computing - reference architecture

Cloud computing infrastructure requirements

Framework of inter-cloud computing

Cloud computing - Functional requirements of Network as a Service

Cloud computing - Functional requirements of Infrastructure as a Service

Cloud computing framework for end to end resource management

Technical Report: Part 1: Introduction to the cloud ecosystem: definitions, taxonomies, use cases and high-level requirements

Technical Report: Part 2: Functional requirements and reference architecture

Technical Report: Part 3: Requirements and framework architecture of cloud infrastructure

Technical Report: Part 4: Cloud Resource Management Gap Analysis
Technical Report: Part 5: Cloud security

Technical Report: Part 6: Overview of SDOs involved in cloud computing

Technical Report: Part 7: Cloud computing benefits from telecommunication and ICT perspectives
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A document describing in detail the specific use cases of identity deployment, and provisioning and management in a cloud computing
context that the TC plans to address in their work product.

D Tg IV D Y] ot sas 0s,5T (V1) Jsos o SIS

A set of profiles and gaps, as described in paragraphs #3 and #4 under scope, to be approved as a Committee Specification by and the
remainder, if any, to be approved as Committee Specifications. .

Optionally, such other Technical Reports within the scope listed in paragraphs 1-6 (including collections of definitions, terminology and
vocabularies, and risk/threat assessments),

Topology and Orchestration Specification for Cloud Applications Version 1.0 OASIS Topology and Orchestration Specification for Cloud
Applications (TOSCA) TC
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1. Open Advancing Standards for the Information Society- OASIS
2. Institute of Electrical and Electronics Engineers-IEEE
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Draft Guide for Cloud Portability and Interoperability

Draft Standard for Inter cloud Interoperability and Federation

(Edge Virtual Bridging) Draft standard Draft 1.3Work in process

(Bridge Port Extension) Draft standard Draft 1.1 Work in process
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1. Virtual Resource Operations and Management (3 drafts) FG Cloud Technical Report Part 6

Virtual Resource Operations & Management in the Data Centre

» Virtual Network Management Information Model

Virtual Resource Management in Cloud)

Survey and Gap Analysis for Policies and Dynamic Information Migration in Data Centre

* Policies and dynamic information migration in DCs: Solution Survey

Policies and dynamic information migration in DCs

Managing Service Mobility for Virtualized Networks

Network Portability Requirements and Models for Cloud Environment ()

Problem Statement for Setting Up Dynamic Virtual Network

* Cloud Service Broker cloud-service-broker-00.txt )

Cloud SDO Activities Survey and Analysis

Cloud Industry Workitem Survey Results

Syslog Extension for Cloud Using Syslog Structured Data

Requirement and Framework for VPN-Oriented Data Centre Services

Cloud Reference Framework

Security Framework for Virtualized Data Centre Services
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1. The Internet Engineering Task Force-IETF
2. The Open Data Alliance (ODCA)
3. Use Case Group
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1/0 Control

Done, 2011.6

Virtual Machine Interoperability

Done, 2011.6

Security Monitoring

Done, 2011.6

Provider Security Assurance

Done, 2011.6

Standard Units of Measure

Done, 2011.6

Service Catalog

Done, 2011.6

Regulations

Done, 2011.6

Carbon Footprint Values

Done, 2011.6
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1. Rittinghouse, J.W. and J.F. Ransome, Cloud computing: implementation, management, and
security. 2010: CRC press.
2. Focus Group on Cloud Computing : Technical Report : Part 1: Introduction to the cloud ecosys-
tem: definitions, taxonomies, use cases and high-level requirements: Version 1.0; Telecommunica-
tion Standardization Sector of ITU-2012

3. Mell, P. and T. Grance, SP-800-145: The NIST definition of cloud computing. National Institute
of Standards and Technology, 2011.

4. Velte, T., A. Velte, and R. Elsenpeter, Cloud computing, a practical approach. 2010: McGraw-
Hill, Inc.

5. Winkler, V.J., Securing the Cloud: Cloud computer Security techniques and tactics. 2011: El-
sevier.

6. Furht, B. and A. Escalante, Handbook of cloud computing. 2010: Springer Publishing Com-
pany, Incorporated.

7. Reed, A., C. Rezek, and P. Simmonds, Security guidance for critical areas of focus in cloud
computing v3. 0. Cloud Security Alliance-CSA, 2011

8. A quantitative analysis of current security concerns and solutions for cloud computing; by Nel-
son Gonzalez and others; Journal of cloud computing; 2012

9. Official website of organizations; including:

* http://www.iso.org/iso/home/standards_development/list of iso technical committees/jtcl
home.htm

* http://www.gictf.jp/index_e.html

* http://www.etsi.org/

* http://www.nist.gov/

* http://www.enisa.europa.eu/

* https://cloudsecurityalliance.org/



* http://dmtf.org/

* https://www.ogf.org/ogf/doku.php

* http://www.snia.org/

* http://www.itu.int/en/Pages/default.aspx

* https://www.oasis-open.org/

* http://standards.ieee.org/

* http://ietf.org/
10. Focus Group on Cloud Computing Technical Report Part 5: Cloud security International Tele-
communication Union 2- 2012
11. Focus Group on Cloud Computing Technical Report Part 6: Overview of SDOs involved in
cloud computing, International Telecommunication Union 2- 2012

12. Cloud Standards Wiki at http://cloud-standards.org
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Functional

LI, requirements | Security, audit Slgraies gind Infrastructure | procedure and User acces-
use cases, . resource man- . s
. and reference and privacy and network- interfaces sibility
requirements . agement
architecture
ISO/IEC
ITC 1 X X
NIST X X X
ENISA X X X
ETSI X X
CSA X
DMTF X X 2T X
[service]
GICTF X X [network], X X
[service]
OGF X[computer] X X
SNIA X X Klstorage], X
[service]
TMF X[service]
IETF X X[network] X X
OASIS X X [service]
IEEE X
Use Case X X X
Group
ODCA X X X
ITU X X X X X X X
10 6 9 10 6 6 2
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