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1. Log-normal 5. Analytic hierarchy process-Success likelihood index method
2. Gamma 6. Human error probability
3. Inverse Gouse 7. Human error analysis

4. weibull 8. Analytic hierarchy process-fault likelihood index method
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1. Bayesian network

2. cognitive reliability error analysis method
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Step 4.Quantify and prioritize risks including quantification of each risk in terms
of likelihood of occurrence and potential impact and using the quantification of the
risks to prioritize the risks according to defined objectives.

Step 5.Execute risk treatment programs including development of risk management
actions consistent with each risk's priority, definition of each action's value in terms
of reducing the likelihood and impact of the risk and development and execution an
implementation plan for the identified actions.

Step 6.Monitor supply chain environment for risks including continuously monitor
the supply chain environment for risk events or precursors, execution of applicable
mitigation actionswhen thresholds are triggered and documentation of results for
after action review and program improvement.

5) Managerial implications and Conclusion

Companies need to simultaneously build secure and resilient supply chains. The
main challenge of this approach is to manage and mitigate supply chain risk by cre-
ating more resilient (flexible, agile) supply chains so that increase security without
jeopardizing trade or burdening themselves and businesses with additional excessive
operational costs.

In this paper, the necessity of using comprehensive measures for securing our com-
pany supply chain, with implementation of 28000 family standards, explained.

The important factors for implementing a reliable supply chain security system is
identifying and implementing risk assessment and resilience methodology. A secure
supply chain is not necessarily a resilient supply chain; therefore, this paper first pre-
sented an applicable methodology for security risk assessment and second, described
a process approach for resilience management in the supply chain.

And finally, our research suggests that logistics should implement a supply chain
security management system (SCSMS) with special attention to security and resil-
ience as key success factors of implementation. Also they should use comprehensive
standards such as ISO 28000 family, document a risk assessment methodology to
determine the appropriate countermeasures, focus on creating resilience for different
failure modes, Make choices about source of resiliency, ultimately assess security
and resilience intimately for their entire supply network.



formation of inputs into outputs can be considered to be a process. Often the output
from one process directly forms the input to the next process.[4]

The application of a system of processes within an organization, together with the
identification and interactions of these processes and their management, can be re-
ferred to as a “process approach”. Figure 2 depicts the process approach for resil-
ience management in the supply chain .[6]

Establish a Supply Chain Risk Management Reassessment of

Risk program

(SCRM) program and apply resources

v

Define the supply chain and risk objectives

v

Identify supply chain risks

Reassessment of
Supply chain

Reassessment of
Risk Sources

Quantify and prioritize Risks-Goals

ReasseNsment of
Risk exyposure

Reassessment of
management actions

Executiverisk treatment programs

|

Monitor supply chain environment for risks

Continuous Risk Monitoring

Figure 2: Process approach for resilience management in the supply chain

Step 1.Establish a supply chain resilience program and apply resources including
recognition of supply chain risk management as a priority, securing of top manage-
ment support for the program and resources necessary to execute the program.

Step 2.Define the supply chain and resilience objectives including definition of sup-
ply chain scope and map the supply chain and the objectives of managing risk in the
subject supply chain.

Step 3.Identify supply chain risks including comprehensively review the supply
chain to identify risks and documentation of identified risks to the extent possible.
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The process of assessment is continual. As figure 1 illustrates, security must be moni-
tored continually to ensure security measures are performing as intended and the as-
sessment process should be performed as needed.[2]

4) Development of resilience plan

In today’s uncertain and turbulent markets, supply chain vulnerability has become an
issue of significance for many companies. As supply chains become more complex
as a result of global sourcing and the continued trend to ‘leaning-down’, supply chain
risk increases. The challenge to business today is to manage and mitigate that risk
through creating more resilient supply chains.[11]

Organizations across the globe are rapidly developing risk management and resil-
ience programs to address uncertainty in achieving their objectives. To ensure resil-
ience in the supply chain, organizations must engage in a comprehensive and system-
atic process of prevention, protection, preparedness, mitigation, response, continuity
and recovery.

The survivability of organizations within a supply chain depends largely on the re-
silience of their suppliers and customers. As a result, incorporating resilience, and
improving the resilience of an organization within the supply chain, must be focused
both within the organization and externally on its suppliers and customers.[6]
Managing risks in the supply chain requires an understanding of the organization's
environment as well as the context of the global environment of the entire supply
chain. Each node of the organization's supply chain involves a set of risks and man-
agement processes of plan, source, make, deliver and return. All of these manage-
ment processes should be included in an organization's overall resilience program.
With this understanding, an organization will define to which level or tier in their
supply chain to include in their resilience program.[6]

The management systems approach encourages organizations to analyze organiza-
tional and stakeholder requirements and define processes that contribute to success.
A management system can provide the framework for continual improvement to
increase the likelihood of enhancing security, preparedness, response, continuity,
and resilience. It provides confidence to the organization and its customers that the
organization is able to provide a safe and secure environment which fulfills organi-
zational and stakeholder requirements.

An organization needs to identify and manage many activities in order to function
effectively. Any activity using resources and managed in order to enable the trans-



- Low likelihood should be used in cases where the security measures in place offer
substantial resistance to the security incident occurring.

Step four: Security incident scoring: The security incident scoring chart given in Ta-
ble 4 is an example that may be used to determine when countermeasures should be
considered for specific security incidents.

ihood Classification
High Medium Low
Consequence Classifieatiorn
High Countermeasures Countermeasures Consider
Medium Countermeasures Countermeasure or Con- Document
sider as appropriate
Low || Consider || Document || Document |

Table 4. Security incident scoring chart

Identification of countermeasures is required for security incidents that score high in
both likelihood and consequences, as well as for those scoring at medium likelihood
and high consequences. Other security incidents need not include countermeasures,
unless they are considered advisable by evaluator.

Step five: Development of countermeasures: If the development of a countermeasure
is required or considered advisable by the evaluator both the consequences and/or
likelihood of the security threat scenario should be considered for mitigation. Reduc-
ing the likelihood of the security threat scenario succeeding or reducing the harm that
can be caused by the security threat scenarios to a level in which additional counter-
measures are no longer required is the objective. Countermeasures may come under
the actions such as: Treat, Transfer and Terminate.

Step six: Implementation of countermeasures: New countermeasures represent a
change to operational practices and need to be enacted in accordance with the organi-
zation’s management system to ensure that adequate resources are available; the im-
pact on other operations is managed and the change has the support of management.
Step seven: Evaluation of countermeasures: Each countermeasure should be assessed
for effectiveness in lowering the likelithood or consequences (or a combination of
them) until the security risk no longer requires that additional countermeasures be
considered.

Step eight: Repetition of the process: After countermeasures have been developed
and evaluated as effective continue the process for the next security threat scenario
until the scenario list is depleted.
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Assign a rating Consequence

Death & Injury - loss of life on a certain scale and/or
Economic Impact - major damage to a asset and/or infrastructure preventing further
High operations and/or
Environmental Impact - complete destruction of multiple aspects of the ecosystem over a
large area

Death & Injury - for example loss of life and/or
Economic Impact — for example damage to asset and/or infrastructure requiring repairs

Medium andlor
Environmental Impact — for example long term damage to a portion of the ecosystem
Death & Injury — injuries but no loss of life and/or
Low Economic Impact - minimal damage to a asset and/or infrastructure and systems and/or
Environmental Impact — some environmental damage

Table 3. Classification of consequences

Care should be taken in establishing values of “high”, “medium” and “low” conse-
quences. The use of excessively low threshold values may result in the requirement
that countermeasures be considered for more security threat scenarios than are need-
ed. However, using excessively high threshold values may omit countermeasures for
security threat scenarios involving consequences that the organization or govern-
ment under which it is operating cannot tolerate.

A “high” consequence classification may be considered as a consequence that would
be unacceptable in all but low likelihood situations.

A “medium” classification of consequence may be considered as a consequence that
would be inacceptable in a high likelihood situation.

A “low” classification of consequence may be considered as a consequence that is
normally acceptable.

Step three: Classification of likelihood of security incidents: The status of physical
and operational security measures in the supply chain as documented in the security
performance review list and other documentation provided should be taken into ac-
count in classifying potential security incidents. Physical security measures include
objects that impede or detect unauthorized access to a target. Operational security
measures include people and procedures that impede or detect unauthorized access
to a target. The likelihood of each security incident occurring at a particular asset
should be classified as high, medium and low.

- High likelihood should be used when the security measures in place offer little
resistance to the security incident occurring. If a numerical system is used in the
assessment process, the numerical results should be converted into this qualitative
system.

- Medium likelihood should be used when the security measures in place offer mod-
erate resistance to the security incident occurring.




Example security threat scenarios Application example
Damage/destroy the asset.
1 Intrude and/or take control of an asset (including || Damage/destroy outside target using the asset or goods.
conveyances) within the supply chain Cause civil or economic disturbance.
Take hostages/kill people.
f . lllegal weapons into or out of the country/economy.
2 Use the supply chain'as 8 means of smuggling Ter?ori;\{ int% or cl)ut of th:country/eéjongymy. Y
Locally or remotely gaining access to the supply
: : chain’s information/documentation systems for the
3 Information tampering purpose ofdisrupting operations or facilitating illegal
activities.
4 Cargo Integrity ;I:rrrr;prie;rrir?g, sabotage and/or theft for the purpose of
Use Conducting operations in the international sup-
5 Unauthorized ply chain to facilitate a terrorist incident (e.g. using
the means of transport (as a weapon).
(] Others

Table 2. Security threat scenarios to the supply chain

During the assessment consider the following:

1) Access control on premises of the organization in the supply chain, on the means
of transportation, on information,...

2) Means of transportation (trucks, railway, barges, aircraft, ships, etc.), taking into
account (normal operation, maintenance shops, changes due to e.g. break downs,
change of means, conveyances while at rest, using means of transport as a weapon,...)

3) Handling (loading, manufacturing, storage, transfer, unloading, deconsolidation/
consolidation ...)

4) Transportation of goods by air, road, rail, nland waterway shipping, ocean shipping, ....
5) Intrusion detection/prevention applied to shipments.

6) During inspections, e.g. vehicle inspections.

7) Employees (level of competence, training and awareness; integrity, ...)

8) Use of business partners.

9) Communication internal/external (information exchange; emergency situations,...)

10) Handling or processing of information about cargo or transport routes (data pro-
tection, data assurance ,...)

11) External information (legal, orders by authorities, industry practices, accidents
and incidents, first response capability and response times,...)

Step two: Classification of consequences: An evaluation of consequences should
consider potential loss of life and economic loss. The consequences of each security
incident evaluated in the supply chain should be classified as high, medium, or low.
An example is shown in Table 3. A numerical system may be used in the assessment
process, as long as the numerical results are converted to a qualitative system.
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! Determine likelihood
v )

[ Develop security plan ]

Adequate?

Adequate?

Figure 1. representation of a methodology for security risk assessment

Step one: Consideration of the security threat scenarios: The security assessment
should consider as a minimum the security threat scenarios listed in Table2. The
security assessment should also consider other scenarios identified by government
authorities, supply chain management or the security professional conducting the

assessment.



representatives and certain organizations responsible for the processing of the ship's
port clearance request. [9]

ISO 20858 standard, addresses the execution of marine port facility security as-
sessments, marine port facility security plans (including countermeasures) and the
skills and knowledge required of the personnel involved. This Standard establishes a
framework to assist marine port facilities in specifying the competence of personnel
to conduct a marine port facility security assessment and to develop a security plan
as required by the ISPS Code International Standard, conducting the marine port
facility security assessment, and drafting/implementing a Port Facility Security Plan
(PFSP).[10]

3) Methodology for security risk assessment

This section gives a methodology that recommended to be used by organizations in
supply chains to make an assessment of the risk that their operations may suffer from
security incidents, to determine the appropriate countermeasures, effective for the
type and size of their supply chain operations. This methodology uses the following
sequence that presented in figure 1.[2]

a) List all activities as covered in the Scope.

b) Identify security controls presently in place.

c¢) Identify security threat scenarios.

d) Determine consequences if the security threat scenario was completed.

e) What is the likelihood of this happening considering current security?

f) Are control security measures adequate?

g) If not develop additional security measures.
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ISO/PAS 28002 document, is a management framework for action planning and de-
cision making needed to anticipate, prevent if possible, and prepare for and respond
to a disruptive incident (emergency, crisis, or disaster). The survivability of organi-
zations within a supply chain depends largely on the resilience of their suppliers
and customers. As a result, incorporating resilience, and improving the resilience of
an organization within the supply chain, must be focused both within the organiza-
tion and externally on its suppliers and customers. When this standard implemented
within a management system, it enhances an organization's capacity to manage and
survive the event, and take all appropriate actions to help ensure the organization's
continued viability.[6]

ISO 28003 standard, is intended for use by bodies that carry out audit and certification
of supply chain security management systems. This International Standard contains
principles and requirements for bodies providing the audit and certification of supply
chain security management systems according to management system specifications
and standards such as ISO 28000. It defines the minimum requirements of a certifica-
tion body and its associated auditors, recognizing the unique need for confidentiality
when auditing and certifying/registering a client organization.[7]

Certification of supply chain security management systems is a third party conform-
ity assessment activity. Bodies performing this activity are therefore third party con-
formity assessment bodies, named certification body/bodies. Certification of supply
chain security management systems of an organization is one means of providing
assurance that the organization has implemented a system for supply chain security
management in line with its policy. Certification of supply chain security manage-
ment systems will be delivered by certification bodies accredited by a recognized
body, such as IAF members.[7]

ISO 28004 documents, including parts 1-4, provides generic advice on the applica-
tion of ISO 28000:2007. It explains the underlying principles of ISO 28000 and de-
scribes the intent, typical inputs, processes and typical outputs, for each requirement
of ISO 28000. This is to aid the understanding and implementation of ISO 28000. [8]
ISO/PAS 28005 Documents, including parts 1-2, provides necessary guidance in-
formation related to electronic port clearance (EPC), such as message transmission
requirements, business scenarios, message structures and software requirements and
technical specifications that facilitate efficient exchange of electronic information
between ships and shore for coastal transit or port calls. They contains the definition
of core data elements for use in electronic port clearance (EPC) messages and de-
fines XML message structures for transmission or information between a ship or its



There are several reasons why an organization should use these standards. Some of
the key benefits include:

» Prove your advanced approach to transport security

» Integrated enterprise resilience and Greater compliance processes

» The implementation of an efficient Security Management System

* Pool available transport security standards in one unified management system

» Systematized management practices

* Enhanced credibility, trust and brand recognition

* Improved partner, customer and stakeholder confidence and assurance

» Optimize your processes and ensure that the supply chain remains free of disruptions
» Aligned terminology and conceptual usage

* Improved supply chain performance and Reduced regulation costs

* Benchmarking against internationally recognizable criteria

» Present yourself as a professional partner to customers, authorities, and investors
« Competitive advantage and market differentiation

ISO 28000 standard, has been developed in response to demand from industry for
a security management standard. Its ultimate objective is to improve the security of
supply chains. It is a high-level management standard that enables an organization
to establish an overall supply chain security management system. It requires the or-
ganization to assess the security environment in which it operates and to determine if
adequate security measures are in place and if other regulatory requirements already
exist with which the organization complies. [1]

ISO 28001 standard, has been developed to allow an individual organization in the
supply chain to apply its requirements in conformance with the organization’s par-
ticular business model and its role and function in the international supply chain.
This international standard provides an option for organizations to establish and
document reasonable levels of security within supply chains and their components.
It will enable such organizations to make better risk-based decisions concerning the
security in those supply chains. The use of this International Standard will help an
organization to establish adequate levels of security within those part(s) of an supply
chain which it controls. It is also a basis for determining or validating the level of
existing security within such organizations’ supply chain(s) by internal or external
auditors. [2]
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2) Supply chain security management system standards

The recent concerns have led to the development of multiple initiatives and potential
solutions to enhance security and resilience in international supply chains without
affecting efficiency. [3]

One of these solutions is developing a collection of standards that include require-
ments, specifications, guidelines and methodologies for achieving to security and
resilience with most cost-effective and reliable measures that will be introduced, in brief.
ISO (the International Organization for Standardization) is a worldwide federation of
national standards bodies. The work of preparing International Standards is normally
carried out through ISO technical committees. Collection of ISO 28000 standards
was prepared by Technical Committee ISO/TC 8, Ships and marine technology, in
collaboration with other relevant technical committees responsible for specific nodes
of the supply chain. Therefore ISO solved our problems about security management
systems for the supply chain with following standards:[5]

Standard No. Title

1 1ISO 28000: 2007 Specification for security management systems for the supply chain

Security management systems for the supply chain - Best practices for
2 1ISO 28001: 2007 implementing supply chain security, assessments and plans- Requirements
and guidance

. Security management systems for the supply chain- Development of resil-
3 H ISO 28002: 2011 ience in the supply chain- Requirements with guidance for use
Security management systems for the supply chain- Requirements for bod-
4 1ISO 28003: 2007 ies providing audit and certification of supply chain security management
systems
5 ISO 28004-1:2007 Security management systems for the supply chain- Guidelines for the imple-

mentation of ISO 28000- Part 1: General principles

Security management systems for the supply chain- Guidelines for the imple-
6 ISO/PAS 28004-2:2012 || mentation of ISO 28000- Part 2: Guidelines for adopting ISO 28000 for use
in medium and small seaport operations

Security management systems for the supply chain- Guidelines for the

a. implementation of ISO 28000- Part 3: Additional specific guidance for adopt-
7 ISO/PAS 28004-3: 2012 ing 1ISO 28000 for use by medium and small businesses (other than marine
ports)

Security management systems for the supply chain- Guidelines for the imple-
8 ISO/PAS 28004-4: 2012 || mentation of ISO 28000- Part 4: Additional specific guidance on implement-
ing ISO 28000 if compliance with ISO 28001 is a management objective

1. Ships and marine technology- Electronic port clearance (EPC)- Part 1: Mes-
9 ISO/PAS 28005-1:2012 sage structures- Implementation of a maritime single window system

5. Security management systems for the supply chain - Electronic port clear-
i H sl AN H ance (EPC) - Part 2: Core data elements

Ships and marine technology- Maritime port facility security assessments

11 H 150120855: 2007 and security plan development

Table 1. supply chain Security management systems Related Standards




their related services. [1,2]

For many companies, the supply chain is their lifeblood and can commonly hold
very high worth of cargo at any given time. With this much value passing through the
hands of third parties, it is vital that cargo arrive at its destination safely and on-time.
Security means “any resistance to intentional, unauthorized act(s) designed to cause
harm or damage to, or by, especially in this paper the supply chain™.[1]Security con-
cerns are an issue that has gained increased importance in supply chains. Supply
chain security refers to efforts for enhancing the security of the supply chain. It com-
bines traditional practices of supply chain management with the security require-
ments of the system, which are driven by threats.

Security, its demands and constraints, constitute obstacles (logical and physical bar-
riers) in the flow of supply and distribution. These “barriers” created by a perceived
increased need for security, or political reasons, reduce the reaction capacity and
the physical and economical performance of the company. Integrating the security
dimension into the logistics strategy, organization and operations has become a new
challenge for supply chain management.

Security incidents against supply chains are threats to trade and the economic growth
of trading nations. People, goods, infrastructure and equipment - including means of
transport - need to be protected against security incidents and their potentially devas-
tating effects. Such protection benefits the economy and society as a whole. Supply
chains are highly dynamic and consist of many entities and business partners. [1]
Security management is defined as ““systematic and coordinated activities and prac-
tices through which an organization optimally manages its risks and the associated
potential threats and impacts there from”.[3]

For implementation of supply chain security management system, organizations
should develop a supply chain security process, Therefore they need to conduct a
security risk assessment that documents the vulnerabilities of the supply chain to
defined security threat scenarios. This paper presents a methodology for security risk
assessment and development of countermeasures.

Resilience is defined as “the ability to react to unexpected disruption and restore nor-
mal supply network operations”. A secure supply chain is not necessarily a resilient
supply chain , therefore supply chain networks should be designed network for suita-
ble levels of both security and resilience.[4] To ensure resilience in the supply chain,
organizations must engage in a comprehensive and systematic process of prevention,
protection, preparedness, mitigation, response, continuity and recovery. This paper
presents a process approach for resilience management in the supply chain.
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Security risk assessment and resilience methodology
for supply chain security management system (SCSMS)

Mostafa Tamtaji

AV IYD bl s foy

Security and resilience are supply chain management issues that have grown in
importance, particularly in recent years. Implementation of supply chain security
management system (SCSMS) based on comprehensive standards is a good way
for insuring the managers that security and resilience process are under control.
Experience has shown that a good understanding of risk assessment and risk man-
agement and using an appropriate methodology for risk assessment and also developing
an effective resilience plan are often critical to the successful implementation of SCSMS.
After presenting the concepts of supply chain, security management and resilience
management ,This paper introduce available standards about supply chain security
management, their benefits, applications and approaches.

Then a recommended methodology for security risk assessment will be described.
In addition, an applicable plan for relicense management in the supply chain will be presented.
Finally, this paper suggest that during the implementation of SCSMS based on men-
tioned standards, organizations should pay special attention to challenges such as

selecting adequate measures, risk assessment methodology and resilience management.

Keywords:

Supply chain, security management, security standards.

1) Introduction

Supply chain is defined as “linked set of resources and processes that -upon place-
ment of a purchase order- begins with the sourcing of raw material and extends
through the manufacturing, processing, handling and delivery of goods and related
services to the purchaser (end user) across the modes of transport”. Supply chain
may include vendors, manufacturing facilities, logistics providers, internal distribu-
tion centers, distributors, wholesalers and other entities that lead to the end user or
involved in the manufacturing, processing, handling and delivery of the goods and





